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Device—Update
Jeremy King, Business Leader, Payment System Integrity, Global Product and Information Security

Applies to: � Acquirers � Processors

Summary: MasterCard is providing updated information regarding the Ingenico
point-of-sale (POS) terminal i3070 models i3070MP01 and i3070EP01 that
were de-listed from the Payment Card Industry (PCI) PIN Transaction
Security (PTS) Approved Product List.

Action Indicator: A Attention warranted

Effective Date: Effective immediately

Background

Further to the information provided in Global Security Bulletin No. 4, 15 April 2010, which
reported that the Ingenico i3070MP01 and i3070EP01 had been de-listed from the PCI
PTS Approved Product List, MasterCard provides the following additional information for
acquirers and merchants.

Recommendations

MasterCard strongly recommends that acquirers and merchants replace all existing Ingenico
i3070MP01 and i3070EP01 terminals as soon as possible.

MasterCard requires acquirers and merchants to place all new orders for only the i3070
variants listed on the PCI Security Standards Council (SSC) Web site of approved terminals
in accordance with section 4.10 of the Security Rules and Procedures manual.

Web Site: https://www.pcisecuritystandards.org/security_standards/ped/pedapprovallist.html?mn=I
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In particular, acquirers and merchants that have placed orders for either the
i3070MP01 or i3070EP01 terminals on or before 23 March 2010, and are awaiting
delivery should be aware of the described de-listing and of the MasterCard PIN
Entry Device (PED) Standards, but may deploy those terminals at their own risk.

Acquirers and merchants that elect to use or continue to use the Ingenico
i3070MP01 or i3070EP01 terminals should be aware of the associated risk,
including potential responsibility for account data compromise events
attributable to such use. However, the de-listed terminals satisfy the EMV1
requirements for MasterCard Chip/PIN liability shifts.

All acquirers and merchants are urged to adopt and follow the guidance
provided by the PCI SSC Skimming Prevention—Best Practices for Merchants,
which can be found at:

Web Site: www.pcisecuritystandards.org/education/info_sup.shtml

MasterCard encourages the regular checking and monitoring of all terminal
assets. A common mode of operation of the criminal is to steal, compromise,
and then return the terminal. Therefore, merchants must pay close attention to
terminal inventory, identification, security, and monitoring.

As stated in the above best practices, MasterCard recommends that acquirers
and merchants record the location, make, model, serial number, and variant of
all terminals that are stolen, noting where possible the following:

• Approximate time and date when the terminal was stolen

• Model

• Variant

• Serial number (if known)

If any stolen terminal re-appears, then the merchant or acquirer should
immediately inform the relevant authorities as any returned terminals may be
compromised. Any terminal found to have been stolen and returned must be
replaced immediately.

MasterCard also recommends that on at least a monthly basis acquirers should
notify MasterCard of any terminals stolen or compromised, including the
number, variant, and model of terminals stolen by sending an e-mail message to:

E-mail: pos_compromise@mastercard.com

1. EMV is the founding organization, now known as EMVCo, which was established in 1993
to set a global standard for chip-based payment cards and acceptance devices. EMVCo
is an organization jointly owned by American Express, JCB, MasterCard, and Visa that
manages, maintains, and enhances the EMV® Integrated Circuit Card Specifications for
Payment Systems. EMVCo also establishes and administers testing and approval processes to
evaluate compliance with the EMV specifications, to help facilitate global interoperability and
compatibility of chip-based payment cards and acceptance devices. Go to www.emvco.com
for details.
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MasterCard strongly recommends that acquirers and merchants with existing
i3070MP01 or i3070EP01 terminals that fail in the field upgrade these terminals
to terminals or variants listed on the PCI PTS Approved Product List. If this is
not possible or practical, then the existing terminal may be repaired or replaced
on a like-for-like basis, if this does not increase the overall terminal inventory.

MasterCard rules and other standards that address rights and obligations remain
in effect. MasterCard reserves the right to change this information at any time
should it become necessary; however, MasterCard will endeavor to work closely
with acquirers to ensure that they are kept informed of any change in the
situation that may impact the i3070MP01 or i3070EP01.

For More Information
Members that have questions about the information in this bulletin should
contact:

E-mail: pos_compromise@mastercard.com

Trademarks Trademark notices and registration symbols used in this bulletin reflect the registration status of MasterCard trademarks in
the United States. Please consult with the Customer Operations Services team or the MasterCard Law Department for the
registration status of particular product, program, or service names outside the United States. All third-party product and
service names are trademarks of their respective owners.

Routing MasterCard frequently recommends that persons having certain responsibilities read certain articles. Each member is
responsible for ensuring that it remains in compliance with MasterCard Standards at all times. Thus, it is the responsibility of
each member to determine who within its organization is afforded access to MasterCard information.

Revisions In the event of a conflict between this document and a subsequently published edition, the subsequently published
edition shall have precedence.

Proprietary Rights The information contained in this document is proprietary and confidential to MasterCard International Incorporated, one
or more of its affiliated entities (collectively “MasterCard”), or both. This material may not be duplicated, published, or
disclosed, in whole or in part, without the prior written permission of MasterCard.
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